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DETAILED ACTION 

1 . The Applicant's amendment of 24 April 2007 has been noted and made of record. 

2. Claims 20-37 have been presented for examination. 

3. Claims 1-19 have been cancelled as per Applicant's request. 

Response to Arguments 

4. Applicant's arguments, see page 8, filed 24 April 2007, with respect to the double 
patenting rejection of claims 20-37 have been fully considered and are persuasive. The 
amendments to claims 20-37, as well as amendments made in the co-pending application 
09/309,412, have overcome the double patenting rejection causing it to have been withdrawn. 

5. Applicant's arguments with respect to claims 20-37 have been considered but are moot in 
view of the new grounds of rejection. 

6. See further rejections that follow. 

Priority 

7. Acknowledgment is made of applicant's claim for foreign priority under 35 

U.S.C. 1 19(a)-(d). The certified copy has been filed in parent Application No. 09/309,412, filed 
on 10 May 1999. 8. The Applicant is required to submit a certified English translation of the 
foreign priority document to overcome any possible intervening references filed between 12 May 
1998 and 10 May 1999. 

Claim Rejections - 35 USC §103 
9. The text of those sections of Title 35, U.S. Code not included in this action can be found 
in a prior Office action. 
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10. Claims 20-26, 28-37 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
U.S. Patent No. 4,829,5679 to Seth-Smith et ah, hereinafter Seth-Smith, in view of U.S. Patent 
No. 5,987,518 to Gotwald, hereinafter Gotwald, and in further view of U.S. Patent No. 5,524,1 16 
to Kalmanek, Jr. et al., hereinafter Kalmanek. 

11. As per claim 20, Seth-Smith discloses a data transmission controlling method for 
controlling transmission of data from data transmitting means to data receiving means over 
communication channels(see col. 3, lines 14-18, fig. 1 sheet 1) and for causing said data 
transmitting means to encrypt data and transmit the encrypted data to said data receiving means 
over said communication channels, said data transmission controlling method(see col. 3, lines 
14-22, fig. 1 sheet 1). Seth-Smith does not disclose encapsulating the data to be transmitted in 
multiplexed fashion in accordance with a first protocol; encrypting at least one of data capsules 
resulting from the encapsulation; and encapsulating the encrypted data capsules in accordance 
with a second protocol. Gotwald discloses encapsulating the data to be transmitted in 
multiplexed fashion accordance with a first protocol (i.e, internet protocol), encapsulating the 
data capsules in accordance with a second protocol (i.e, mpeg)(see col. 2, lines 3-13, 17-19, col. 

. 3, lines 56-61). It would have been obvious to one of ordinary skill in the art at the time of the 
invention to include the encapsulation method of Gotwald with Seth-Smith's encryption method, 
because encapsulating data is a more efficient method of transmitting information over the 
network, that can be packaged using a lower level protocol such as mpeg of Gotwald and then 
the data can be sent over the network, the data sent over the network will be secure with Seth- 
Smith^ method. 
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1 2. Seth-Smith and Gotwald do not disclose wherein the first protocol pads a portion of 0 to 
63 bits with a corresponding "1" as a suffix to the data, thereby maintaining a predetermined data 
length. 

13. Kalmanek teaches padding data for transmission in multiples of eight bytes, specifically 
zero to seven bytes (56 bits) of padding are added to the transmission frame (column 4, line 44 to 
column 5, line 2). 

14. It would have been obvious to one of ordinary skill in the art at the time the invention 
was made for the first protocol to pad a portion of the 0 to 63 bits with padding data, since 
Kalmanek states at column 4, lines 45-58 that padding assures that the data is a predetermined 
length, specifically multiples of the trailer, which make it easier to segment and therefore 
transmit. 

15. Same motivation applies above. As per claim 21, Gotwald discloses wherein said 
encapsulating in accordance with said first protocol (see col. 2, lines 5-8, see fig on front of 
patent, #44) supplements a real data part including said data to be transmitted to said data 
receiving means with an additional information part associated with said real data part(see fig of 
front of patent #46). 

1 6. Same motivation applies above. As per claim 22, Gotwald discloses wherein said 
additional information part includes destination address information identifying the data 
receiving means authorized to receive data included in said real data part (see col. 4, lines 28- 
38). 
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17. Same motivation applies above. As per claim 23, Gotwald discloses wherein said 
destination address information is an individual (see col. 3, lines 51-53). 

1 8. As per claim 24, Seth-Smith discloses wherein said data transmitting means possesses 
session keys corresponding to said destination address information, said session keys being used 
by said data transmitting means to encrypt information and data and by said receiving means to 
decrypt the encrypted information and data received; and wherein said data transmitting means 
transmits in advance said session keys to the data receiving means authorized to receive the 
transmitted information and data in accordance with said destination address information (see 
col. 3, lines 14-22, col. 10, lines 38-42, col. 22, lines 9-36, 57-60). 

19. As per claim 25, Seth-Smith discloses a data transmission controlling, wherein said 
session keys are updated at predetermined intervals (see col. 11, lines 66-67, col. 12, lines 1-8, 
col. 19, lines 33-37). 

20. As per claim 26, Seth-Smith discloses wherein said session keys are transmitted over a 
communication channel permitting from said data transmitting means to said data receiving 
means or bidirectional communication therebetween (see col. 6, lines 49-67). 

21 . As per claim 28, Seth-Smith discloses wherein said additional information part provides a 
48-bit space in which to accommodate said destination address information (see col. 7, lines 48- 
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66). 

22. Same motivation as applies above. As per claim 29, Gotwald discloses wherein said 
encapsulating in accordance with the first protocol encapsulates the data to be transmitted to said 
data receiving means in accordance with the Internet protocol (see col. 2, lines 3-16). 

23. As per claim 32, Seth-Smith discloses encrypting the data using an encryption key; 
supplementing the encrypted data with encryption key information about said encryption key; 
transmitting said encrypted data together with said encryption key information from said data 
transmitting means to said data receiving means(see col. 3, lines 23-27, col. 6, lines 30-64, col. 
20, lines 22-34); and decrypting, encrypted data using one of a plurality of decryption keys 
which allow said data receiving means to decrypt said encrypted data and which are updated 
frequently, said one of the decryption keys being selected in accordance with said encryption key 
information attached to said encrypted data(see col. 11, lines 66-67, col. 12, lines 1-8, col. 19, 
lines 33-37). 

24. Kalmanek teaches padding data for transmission in multiples of eight bytes, specifically 
zero to seven bytes (56 bits) of padding are added to the transmission frame (column 4, line 44 to 
column 5, line 2). 

25. It would have been obvious to one of ordinary skill in the art at the time the invention 
was made for the first protocol to pad a portion of the 0 to 63 bits with padding data, since 
Kalmanek states at column 4, lines 45-58 that padding assures that the data is a predetermined 
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length, specifically multiples of the trailer, which make it easier to segment and therefore 
transmit. 

26. As per claim 33, Seth-Smith discloses wherein said plurality of decryption keys include a 
decryption key which is currently usable for decrypting said encrypted data received, and a 
decryption key, encrypted data received; and wherein said data decrypting step selects the 
currently usable decryption key based on said encryption key information(see col. 3, lines 23-27, 
col. 20, lines 22-34). 

27. As per claim 34, Seth-Smith discloses wherein said encryption key and said decryption 
keys are session keys(Le, service key) for encrypting information and data(see col. 3, lines 14- 
22, col. 10, lines 38-42, col. 22, lines 9-36, 57-60). 

28. As per claim 35, Seth-Smith discloses wherein said session keys are updated at 
predetermined intervals(see col. 11, lines 66-67, col. 12, lines 1-8, col. 19, lines 33-37). 
18. As per claims 30-31, 36-37, Seth-Smith discloses wherein said data receiving means is 
constituted as a bridge, Seth-Smith inherently discloses wherein the data receiving means is 
constituted as an IP router, and bridge, because Seth-Smith discloses a subscription television 
system that uses a satellite to transmit data(see abstract). 

29. Claim 27 is rejected under 35 U.S.C. 103(a) as being unpatentable over Seth-Smith et al. 
in view of Gotwald further in view of Kalmanek as applied above, and in further view of U.S. 
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Patent No. 5,602,917 to Mueller, hereinafter Mueller. 

30. As per claim 27, Gotwald discloses wherein said encapsulating in accordance with said 
first protocol uniquely determines how said destination address information attached to said real 
data part is stored into said additional information part(see col. 2, lines 31-54). Seth-Smith- 
Gotwald combination does not disclose said encrypting step further encrypting said real data part 
using a master key specific to the data receiving means corresponding to said destination address 
information. Mueller discloses encrypting step further encrypting said real data part using a 
master key specific to the data receiving means corresponding to said destination address 
information (see col. 1, lines 46-61). It would have been obvious to one of ordinary skill in the 
art to combine the teachings of Mueller within the system of Seth-Smith, Gotwald combihation, 
because encrypting the data using a master key offers a distinct advantage that the intercepted, 
encrypted messages based on the master key cannot be decrypted at a later time even if access to 
the actual encryption system is gained (see col. 2, lines 1-7 of Muller). 

Conclusion 

3 1 . The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 

32. The following patents are cited to further show the state of the art with respect to adding 
padding information to transmission packets, such as: 

United States Patent No. 6,098,188 to Kalmanek, Jr. et ah, which is cited to show adding 
padding information to packets at column 4, lines 14-67. 

United States Patent No. 6,522,651 B2 to Herrman, which is cited to show adding packet 
information to the end of packets at claim 1 . 
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United States Patent Application Publication No. 2002/000381 1 Al to Herrman, which is 
cited to show adding packet information to the end of packets at claim 1. 

United States Patent No. 6,226,771 Bl to Hilla et al., which is cited to show adding 
padding data to a frame so that it meets network requirements and can be transmitted on the 
network at column 7, lines 14-27. 

United States Patent No. 6,781,991 Bl to Anderlind, which is cited to show including 
padding information in an encapsulated packet at column 7, lines 7-23. 

33. THIS ACTION IS MADE FINAL, Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 

34. A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 

CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the mailing 
date of this final action. 

35. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Christian La Forgia whose telephone number is (571) 272-3792. 
The examiner can normally be reached on Monday thru Thursday 7-5. 
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36. If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (571) 272-3795. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

37. Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

Christian LaForgia 
Patent Examiner 
Art Unit 2131 



CHRISTOPHER REVAK 




